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“Evolved” Ribbon Communications

Leadership Ranking Source: IHS Research and ExactVentures 1Q-2018 Market share data (Ribbon includes GENBAND, Sonus, and Edgewater)

Four Decades of Combined Leadership Experience in Real Time Communications

~ 2,300 Employees and Doing Business in 100+ countries

1,000+ Service Provider and Enterprise Customers Globally

#1 in VoIP Switching, #1 E-SBC, #2 SP-SBC, #2 in Media Gateways

800+ Patents Worldwide

Publicly Traded Company on NASDAQ
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Unified Communications…

Enable

+

Secure

+

Analyse

Your Unified Communications Services!
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Enable Unified Communications

PSTN

MOBILE

ON PREM

HOSTED

LEGACY

SURVIVABILITY
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Secure Unified Communications

PSTN

MOBILE

ON PREM

HOSTED

LEGACY

SURVIVABILITY

Toll Fraud

Number Harvesting

Man In the Middle

Attack

DDoS and TDoS

Denial of Service

Call Hijacking

Caller ID Spoofing

Data Exfiltration

via Sig/Media Streams

Rogue RTP

Voice Phishing

SPIT

Malware via Sig/Media
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Threat Intelligence Sharing

• Media policed for theft of services

• Minimized firewall / SBC configuration issues by sharing 

enforcement policies

• Dynamically share bad actor lists

Fraud / 

Exfiltration

Attack over SIP/RTP

Legitimate SIP/RTP traffic

• Detection and auto-mitigation RTC attacks and threats

• Raise the entire network security aperture 

• Establish a comprehensive and correlated view of 

attack/threat activity

Firewall

Attacker

Or Rogue 

Endpoint

PBX
Reconnaissance

RTC and

Non-RTC 

packets (data)

Coordination between Data and Communication Plane
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Analyse Unified Communications

PSTN

MOBILE

ON PREM

HOSTED

LEGACY

SURVIVABILITY

Monitoring

Investigation

Provisioning

Remediation
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Ribbon… Unifying Communications

CORE

INTELLIGENT CPE

=

SBC + FW + ROUTER

WAN

Fully secure real time communications from Core to Edge

End-to-end UC 
Enablement, 

Security, Analytics 
Solution

Visibility from a 
customer’s IP 

Endpoint through the 
network core

Machine to Machine 
learning and Artificial 

Intelligence for 
predictive 

diagnostics and 
remediation

Evolving, future-
proof architecture to 
cover any stage of 

UC adoption

ANALYTICS + CONTROL + SECURITY

LAN
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87% of Respondent’s companies believe 

the UC Provider should protect them.

UC Provider, 64%

UC Provider - We Pay, 
23%

My Company, 
13%

VoIP Hacking – It Can Happen to Anyone

Who do you believe should be 

responsible for protecting your 

company from UC security 

issues?

Ribbon UC Market Insights

Research Study, April 2019

n = 400
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